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Using Microsoft Internet Authentication Service server as a Radius server

Internet Authentication Service (IAS) in Microsoft Windows Server 2003, Standard Edition; Windows
Server 2003, Enterprise Edition; and Windows Server 2003, Datacenter Edition is the Microsoft
implementation of a Remote Authentication Dial-in User Service (RADIUS) server and proxy. You can
configure IAS in Windows Server 2003, Standard Edition, with a maximum of 50 RADIUS clients and
a maximum of 2 remote RADIUS server groups. You can define a RADIUS client using a fully
qualified domain name or an IP address, but you cannot define groups of RADIUS clients by
specifying an IP address range. In the Enterprise and Datacente Edition of Windows Server 2003 these
limitations are not existing.

Installing IAS

Windows Server 2003 does not install IAS in the default installation. The IAS must be installed
separately later from windows components under the Networking Services:



Windows Components Wizard h

Windows Components
Y'ou can add or remove companents of Windows,
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The Internet Authentication Service must be selected:
Networking Services k I

To add ar remove a component, click the check box. 4 shaded box means that only part
of the component will be installed. To see what's included in a component, click Details.
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k. l Cancel

And wait for the installation to be finished. The IAS administrative console can be found under the
Administrative Tools:
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Clicking the Internet Authentication Service menu the IAS console will start:



:::?-" Internet Authentication Service h

File  Action  Yiew Help

om0 @

Welcome to Internet Authentication
Service

Cl Reroke Access Logaging
% Remote Access Policies
{21 Connection Request Processing

IJse Internet Authentication Service (IA5) o authenticake,
authorize, and account For dial-up, YPM, wireless and
Ethernet connections to your nebwark, You can also
configure IA5 to Forward authentication requests to any
access server that is compatible with Remote Authentication
Dial-In User Service (RADILS),

To configure IAS to read the remote access properties of
user accounts in Active Directory, on the Action menuy, click
Reqister Server in Active Direckory,

For more information about setting up 45, deplovment
srenatios, and troubleshooting, see Help.

Configuring IAS to act as a university radius server in Eduroam
hierarchy

Configuring IAS for accesspoints and upstream proxies

For each access point and upstream proxies (i.e national eduroam Radius server) the Radius Clients
parameter must be configured. When you add a new access point a wizard will start asking the name
and IP address of the radius client (i.e. Access Point, switch, or upstream radius proxy).




New RADIUS Client 4 I

Mame and Addrezz

Type a friendly name and either an IP Addresz or DMS name for the client,

Eriendly niarme: ap

Client addrezs (IF ar DS

10101010 Verify... |

L3

% Back I Hest » I Cancel |

Then you have to specify the shared secret between the radius client and your radius server (IAS):

New RADIUS Client ]

Additional Information

[F you are uzing remate access policies based on the client vendor attnbute, specify the
wendor of the BADIUS client.

Clent-vendar:

RADIUS Standard ;‘
Shared secret; Ixxxxx

Confirm shared zecret; Ixxxm1

[T Bequest must contain the Message Authenticator attibute

¢ Back I Finizh I Cancel

You can select various vendor of Radius clients, but most of the case you should use Radius
Standard.




Configuring Connection Request Processing Policy

The realm processing should be heavily configured to be properly used in the Eduroam hierarchy. First
you have to configure a policy to catch local realms, then configure policy that forward rest of the
request to your upstream proxy server.

Configuring policy for local realm

You should configure a Connection Request Processing Policy, that captures all the User-Name-s that
is used for access to local realms with policy condition “.*@ yourrealm.cc”.

Use Windows authentication for all users Properties k EHE |

General |

Tl Na ol (| 22 bindiowys authentication for all uzers

Specify the conditions that connection requests must match.

Policy conditions:

IJzer-Mame matches " *Etest by

Add.. Edit.. Ramove |

& profile iz a collection of zettings applied to connection E it vl
requests that meet the conditions specified in a policy. A, |

k. I Cancel | Smply |

In this case the profile will be more complicated. The authentication should happen on the local server:



Edit Profile EE |

Authentication I.-'l‘-.ccuuntingl .-'f-.ttril:uutei .ﬁ.dvancedl

Select the method of authentication for connection requests that match the
criteria specified in thiz policy,

% huthenticate requests on this server %

" Forward requests to the following remate BADIJS server group
for authentication:

I national ;_l

" Agcept uzers without validating credentialz

QK. I Cancel Apply

But the Radius attributes must be processed. In the case of matching realm name the realm name must
be stripped off:



Edit Profile EE |

.-'f-.uthenticaticunl Accounting  Attibute |.-'1‘-.|:Ivan|:eu:||

Select the attribute to which the following rules will be applied. Rulez
are procezsed in the order they appear in the list.

Attribute;

g
Fules:

Find | Feplace ‘with | fowe g |
[5]E7) #1
ke Do |

agd. | Ede. || Bemove |

] I Cancel | Apply

Configuring policy for upstream radius proxy server

You should configure a Connection Request Processing Policy, that captures all the User-Name-s that
is potentially used for roaming with policy condition *“.*@ .*”.



forward Properties HE |

leneral |

Folicy name:

Specify the conditions that connection requests must match.

Folicy conditions:

|1zer-Hame matzhes

Add.. Edit.. Remove |

& prafile iz a collection of zettings applied o connection E it ol
requests that meet the conditions specified in a policy. It Erafile... |

] I Cancel | Apply |

Then you should edit the profile to be forwarded to the national proxy server:



Edit Profile EE |

Authentication I.-'l‘-.ccuuntingl .-'f-.ttril:uutei .ﬁ.dvancedl

Select the method of authentication for connection requests that match the
criteria specified in thiz policy,

= Authenticate requests on this server

O Forward requests to the following remate RADIUS server group
far authentication;

I hational _":_l

" Agcept uzers without validating credentialz

3

] I Cancel | Apply |

You should configure first the remote radius server group first in order to be able to select from
the list.

Configuring remote Radius servers

The national radius proxy server must be added to the remote radius server:



national Properties HE |

General |
Group name: Im
RADIUS Server | Priarity | weight |
@ radiuz1. eduraann. hu 1 50
Add.. | Eemove | Eroperties |
] I Cancel | Apply

The remote radius server address must be specified:



RADIUS Server Information E E |

Address |.-'f-.uthenti-:atiu:un.-".-'i‘-.ccu:-unting I Load Balancingl

Type the name or I[P addresz of the RADIUS zerver vou want to add.

Server  |(ERENR=sE RN Werify... |

] I Cancel | Apply

with the radius server authentication port (usually 1812) and shared secret to remote radius
proxy server and the remote radius server accounting port. You can specify different accounting
shared secret if you wish:




RADIUS Server Information ﬂ E |
Addrezs  Authenticationsdccounting | Load Balancingl

— Authentication

Authentication port;

Shared zecret;

Ixxxxxxxx

Canfirn shared secret: I““*m

—Accounting

Accourting port: |1 13 %

¥ Use the same shared seciet for authentication and accounting,

Ixxxxxxxx

Shared secrat;

PR T

Caonfirm shared secret: I

¥ Forward network. access server start and stop notifications ta this
TEIVET

] I Cancel | Apply |

Configuring Domain Users to be able to use the Eduroam with
their credentials to Windows Domain

By default the users configured in the Windows Domain are not able to use their Windows Domain
username and password to authenticate against IAS. This should be enabled in the Domain to allow

access to Remote Access Permisssion. This can be done via User Management interface or Domain
Manager interface with a policy:




teszt Properties E |

General I Member Of I Frofile I E nvironment | Sezsionz |
Remate contral I Teminal Services Profile Diiak-ir

Femote Acceszs Pemizzion [Diakin or WPR]

&+ Allow access [%

i~ Deny access

i~ Control access through Flemate Access Policy

[ Werify Caller-D: I
Callback Options

" po Callback
€ Set by Caller [Fouting and Remote Access 5ervice only]
' Always Callback to: I

[ Assign a Static |P Address I

Apply Static Boutes

D efine routes ko enable for thiz Dial-in

: Static Fautes... |
connechion.

] I Cancel | Apply |

Configuration of Authentication methods

The authentication methods should be configured in the Remote Access Policies under the Profile
settings. The absolut minimum that must be enabled the PEAP under the EAP methods, but it is useful
to have PAP also for debugging purpose — at least for certain accounts (e.g. For test accounts):



Edit Dial-in Profile K E |

Dialin Constraints | IP | Multilink
Authentication I Encption I Advanced

Select the authentication methodz vou want to allow far this connection.

[ Microsoft Encrvpted Authentication version ;]%'GEH.&.F' w2
I™ | User can change password after it has expired

[ Microsoft Encypted Authentication [MS-CHAF]
I" | Usger can change password after it has expired

[ Encrypted authentication [CHAF]

v Unencrypted authentication [PAR, SPAF]

IInauthenticated access

H Allows chents to connect without negotiating an authentication
rmethod.

k. Cancel Apply

The PEAP is the easiest to deploy Eduroam authentication method under Windows. Deploying EAP-
TLS can be labour-intensive:

Select EAP Providers EHE |

EAF types are na[};tiated in the order in which they are listed.

EAF types:

flave g |
fl e o |

Add.. Edit., Remove | ok | Cancel




Troubleshooting

The most useful information can be extracted from the Eventviewer:

Information Properties ﬂ

E went I

Date: 2006 Source: 165
Time: 1219:00 Category: Mane | SOUrCE

Type: Information Event [D: 1 1a5

User: M4 o, IAS

Computer: YIDEOSERVER 185

Service Control Manager
Description: Service Control Manager
DT OM-1 JpE = < N0L Presents Service Control Managsr

MAS-Port = 1 :
Prosy-Policy-Name = L se Windows authentication for all users Service Control Manager

Authentication-Provider = windows eventlog
Authentication-Server = cundetermined: IAS
Faolicy-M ame = common

Authentication-Type = PAP 1AS
E&P-Type = cundetermined: Ia5
Ias
Ias
IAS
Data: % Butes € ‘wWaords 145
0ogo: 00 0o oo oo 145

IAS

145
THE

Far mare information, see Help and Suppoart Center at

L L H P

ak, I Cancel |

.ﬂ'Startl J a J §3 Inkernet Au... ”Q Computer ... % mohacsi@se, .. | * Irfaniew | H Total Comnm... | J ! @ <ﬂ5 @ @:E

But you can obtain also from the log files:




“.pInternet Authentication Service
File  Action  Wiew Help

= B R 2

%3 Internet Authentication Service (Local) Logging Methad | Descripkion

+-{1] RADIUS Clients =4 L ocal File Cilias

{23 Remote Access Logging =20l server <not configured =
% Remote Access Policies Local File Properties [ 7]
ED Connection Request Processing

% Connection Request Policie Settings | Log FiIeI

{7 Remote RADIUS Server Gr

Log the following infarmation;

IV i&ccounting requests [for example, accounting start or stopf

¥ Authentication requests [for example, access-accept of access-reject]

¥ Periodic status [for example, interim accounting requests)

Secl Jrit-:l,-.
pee IT' Cancel | Apply |
M J ﬁ “ga Internet Authenticati... iﬁ mohacsi@scone. ki.if.hu .. | * = | J ! @ @5 @ @E
References

IAS Resources: http://technet2.microsoft.com/WindowsServer/en/Library/f6985d5d-d4¢c5-49e2-bbc7-

385e105bfe281033.mspx?mfr=true

Internet Authentication Service http://technet2.microsoft.com/WindowsServer/en/Library/d98eb914-

258c-410b-ad04-dc4db9e4ee631033. mspx?mfr=true
IAS Pattern matching syntax: http://technet2.microsoft.com/WindowsServer/en/Library/6e5ce48d-

€662-435c-a74e-0dce305914cel033.mspx?mfr=true
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